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The objective of this information security awareness training is twofold:

1. This training will provide you with knowledge on why you are
important in protecting the confidential information and
technological systems we use every day.

2. This training will provide you with useful information on how you
can stay vigilant in your everyday work.




The six information security topics below contribute to a safe and secure computing
environment. We’ll explore each topic.
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Chapter 1: HIPAA Overview
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Health Insurance Portability and Accountability Act
of 1996 (HIPAA)

HIPAA is a federal mandate dealing with a variety of issues. The original goal was to
make transferring from one health insurance plan to another easier as people

Health Insurance

changed jobs or became unemployed. To make it easier to share information between Port?'?"'t and
healthcare providers, HIPAA required healthcare providers and payers to submit Accountability Act (HIPAA

transactions (e.g. patient claims) in a standardized electronic format. As information
becomes easier to transmit, it also becomes easier for the information to be lost,
stolen or abused.

Digitizing consumer records allows for efficient transmission of consumer information M Insurance
Simplification Reform

but comes with associated risks. Prior to the Digital Age, unauthorized access or [Accountability] Portabilit
removal of many paper records was difficult. With the advent of the Internet and e- el I

mail, medical records can be maliciously sent anywhere in the world within seconds.

The HIPAA requirements for reasonable and appropriate security of consumer .

information are critical to maintaining the confidentiality, integrity and availability of TERzaing
%1 : 2 el Y Code Sets, &

this information. P

Identifiers

Virtually all healthcare organizations that engage in electronic transactions are
required to comply with HIPAA. These organizations are referred to as “covered
entities” under HIPAA. Pathways meets the criteria to be considered a covered entity.

Pathways has always upheld strict privacy and confidentiality policies. With HIPAA, Th e f oOCUS Of
the established processes to maintain the confidentiality, integrity and availability of a g 2
consumer’s electronic information is enhanced. this Trolnlng!



What are we required to protect?

Most HIPAA rules and regulations revolve around Protected Health Information (PHI).
Therefore, understanding how to handle PHI is essential for achieving HIPAA compliance.

HIPAA defines Protected Health Information as any health-related information combined
with a unique identifier that matches a particular individual.

& Health
H —
Information Information

Identifiable means that a person reading this information could reasonably use it
to identify an individual. Eighteen factors can make consumer information
identifiable. Here are a few of the most common:

Name

Address

Birth date

Telephone number
Social Security number




What are we required to protect??

HIPAA refers to client health information as Protected Health Information (PHI).

Protected Health Information is any identifiable information that appears in medical records as well as conversations between
healthcare staff regarding an individual’s treatment. It also includes billing information and any information that could be used

to identify an individual in a company’s health insurance records.

Examples of PHI include:

Paper clinical chart. Client information stored in ELMER.

Clinical appointments in a day planner. Information sent or received via email.

Telephone conversations with a primary care Incoming and outgoing faxes.
doctor.

Client related letters completed in Microsoft A floppy disk containing client progress notes that
Word and stored in a home drive (H: Drive). is collecting dust on your bookshelf.

Client related telephone call with a the individual’s primary care doctor.




Why should your organization follow HIPAA requirements?
Three reasons:

1. HIPAA is law and breaking the law has penalties. The penalties for noncompliance are
based on the level of negligence and can range from $100 to $50,000 per violation (or
per record), with a maximum penalty of S1.5 million per year for violations of an
identical provision. Violations can also carry criminal charges that can result in jail
time.

2. HIPAA outlines good security and privacy practices that mitigate the risks of a
confidentiality breach.




Why should your organization follow HIPAA requirements?
Three reasons:

3. The U.S. Department of Health and Human Services publishes a breach report on their
website. It’s been nicknamed the “Wall of Shame”. The breach report lists all breaches of
unsecured protected health information affecting 500 or more individuals. Being listed on the
breach report may lead to embarrassment, bad publicity, and negative media coverage.

Breach Report Results 1y ﬁ, =:" '-:“

Name of Covered Entity ¢ Covered Entity Individuals Breach Type of Breach Location of Breached Information
Type ¢ Affected ¢ Submission Date

A
v

UPMC Healthcare 36086 02/05/2021 Hacking/IT Incident Email
Provider

UT Southwestern Medical Center Healthcare 3640 02/05/2021 Unauthorized Other
Provider Access/Disclosure

UPMC Health Plan Health Plan 19000 02/05/2021 Hacking/IT Incident Email

Aetna ACE Business 11056 02/02/2021 Hacking/IT Incident Email
Associate

Lake Charles Memorial Health System Healthcare 3802 02/01/2021 Hacking/IT Incident Desktop Computer, Email
Provider

The House Next Door, Inc. Healthcare 6000 02/01/2021 Hacking/IT Incident Email
Provider

Florida Healthy Kids Corporation Health Plan 3500000 01/29/2021 Hacking/IT Incident Network Server

Bethesda Hospital Healthcare 9148 01/29/2021 Unauthorized Electronic Medical Record
Provider Access/Disclosure




Chapter 2: The Importance of a Pass Phrase
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Contact the I.T. Department @ x57207 for details.






How long would it take to crack a weak password?
Here are two example:

This password is 24 characters long and contains
upper case, lower case, numbers, and symbols.

This password is 9 characters, above the 8
character minimum length. The password is very
weak because it contains a word that is in the

dictionary. The number at the end doesn’t make it
more secure.

TIP: If your password is ever breached, numbers
at the end of your password provide clues to what
your password may be for other systems, like your

bank, email account, or online retailers.

How secure is your password?

Tip: Avoid sequences or repeated characters in your passwords

Claire is my #1 Daughter]

24 characters containing:

Time to crack your password:

6 million years

Very Strong

v Lowercase ' Uppercase

v Mumbers

Review: Fantastic, using that password makes you as secure as

Fort Knox.

How secure is your password?

Tip: Avoid sequences or repeated characters in your passwords Shaow password: ¥

9 characters containing:

Time to crack your password:

0.04 seconds

v Lowercase

Review: Oh dear, usi
door wide open. Y|
acommon passwiord.

v Mumbers

is like leaving your front

is very weak because it contains




Top 5 Signs Your Password is Weak

There are specific examples when a password is simply too weak to maintain a high level of security. These would include:
1. Dictionary Words - When an individual creates a password using words out of the dictionary, it is extremely easy for a

hacker to decipher. These include words in any language, out of any dictionary.

2. Repeating Characters - One of the easiest passwords to decipher is one that is built on repeating characters, or
characters that are positioned in a series. These would often include “AAAAAAA”, “12345”, or “abcdef”.

3. Personal Identifiable Information - Both in-house and online hackers often seek out personal information including
names of friends or pets, birthdays, Social Security numbers, personal addresses or any data that can identify the user.

4. A Simple Pass Phrase - Individuals that use a simple pass phrase instead of a password quite often experience a
compromise or breach of their online accounts or computer. An example of a simple pass phrase might be “llovemydog”.
Additionally, any common phrase out of a book, movie or other source should be avoided at all costs.

5. An Already Compromised Password - Sharing a password with another individual for any reason will instantly
compromise its strength. When more than one individual has access to a password, the entire system can be breached.

Source: https://authanvil.com/blog/top-10-signs-your-password-is-weak



https://authanvil.com/blog/top-10-signs-your-password-is-weak
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“Phishing Best Practices”




Below is an example of a phishing email sent to Pathways staff.
Here is how to identify it as a phishing attempt.

Senders name doesn’t Sophisticated attempt. The scammer used a known entity.
match the email address. MACMHB stands for Michigan
Association of Community Health Boards.

Review the content of the email
. From: Wellsfargo Personal [mailte:po@impactcomputers.com]
Carefu”y' Dld you Send a payment? If Sent: Wednesday, August 15, 2018 8:48 AM
HPA To:
not, you should be suspicious of the Subject: Latest payment
email being a phishing attempt.

™

The malicious content is likely in an
. You sent a payment of $2,399.29 to MACMHE COMPANY CALENDAR.
attachment or a link. Never open an Type. ELEC DRAFT (ACH)

attachment or link unless you trust o _
Allow up to 10 manutes for this transaction to occur.
t h e sen d er. See vour detailed information below.

Wellsfargo. Bank of Opportunity.

Yours sincerely
Alexander Brown

WOULD 90U LIKE TO'KNOW. VEIRE 2



Ransomware is a type of malicious software distinct from other malware; its defining
characteristic is that it attempts to deny access to a user’s data, usually by encrypting
the data with a key known only to the hacker who deployed the malware, until a
ransom is paid. After the user’s data is encrypted, the ransomware directs the user to
pay the ransom to the hacker in order to receive a decryption key.

Your personal files are encrypted!

11:58:26

Your documents, photos, databases and other important files have been encrypted
with strongest encryption and unique key, generated for this computer. Private
decryption key is stored on a secret Internet server and nobody can decrypt your
files until you pay and obtain the private key. The server will eliminate the key after a

time period specified in this window.
Open http://maktubuyatg4rfyo.onion.link

or http://maktubuyatg4rfyo.torstorm.org

or http://maktubuyatg4rfyo.tor2web.org







\“N“ Alternative to emailing Protected
Health Information

Consider using ELMER Mail when communicating Protected Health Information. ELMER Mail is
secure, easy to use, and doesn’t require encryption before sending. Here is where you find ELMER

Mail.

Py R NORTHCARE PIHP
1 E Pathways ELM ER

NorthCare Network A
Home Logout Help My Page

{

You have new To-Do items aff

You have documents to sign

‘ Update Staff and S¥stem User information including user name, address, and system function authorization. - myPage -

Access Center Consumer Chart
' Go to Consumer Chart, cansisling of all documents in ENMR and a page of links that makes it easier to move from one form to

Assessments & Screenings > e
another within a consumer's gnart. - myPage = &*

6_4?__—;' Quick Tip: A blinking orange triangle indicates
messages waiting for your review!



Chapter 4: Security Practices for Safe and Secure
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Workstations and Portable Devices

Your computer is the gateway to confidential health information. Here are two
of the best ways to reduce the risk of a confidentiality breach to our Protected
Health Information:

1. Maintain control of your devices at all times. A lost or stolen device
containing PHI will result in a security incident.

2. Do not visit websites that are restricted or unsafe. Fraudulent websites
may steal your user credentials or transmit malicious software or
ransomware to your computer.

The next couple slides will dive deeper into these two areas of concern and how
you can reduce the risk for your workstation or portable device.



Physical control of your assigned equipment will also reduce the possibility of it being
lost or stolen. Here are a few ways to maintain the physical control of your equipment:

Lock your workstation before
leaving it unattended. This will
prevent other individuals from
accessing systems and protected
health information under your
User ID.

Lock office doors, windows and
car doors. This may be considered
the primary layer of defense
against would-be robbers.

Locking your doors and windows
will greatly reduce the risk of

Hold Ctrl, Alt, and Delete on stolen equipment or data.

your keyboard and select “Lock”.

Maintain control of the keys to
your office, cabinets or other
storage areas. Maintain control
of your security badge.




Personal Cell Phones and PHI

Texting clients via your personal phone is prohibited.

Text messages may reside on a mobile device indefinitely, where the information can
be exposed to unauthorized third parties due to theft, loss, or recycling of the device.

Text messages often can be accessed without any level of authenfication, meaning
that anyone who has access to the mobile phone may have access to all text
messages on the device without the need to enter a password.

Although text messages communicated wirelessly are usually encrypted by the carrier,
interception and decryption of such messages can be done with inexpensive
equipment and freely available software.

The HIPAA privacy rule provides an individual with the right to access and amend
protected health information (PHI) about the individual that is maintained in @
designated record set. The designated record set includes PHI "used, in whole or in part,
by or for the covered entity to make decisions about individuals.” Accordingly, if text
messages are used to make decisions about healthcare, then the individual served
may be subject to the rights of access and amendment. There is a risk of
noncompliance with the privacy rule if the covered entity cannot provide the
individual served with access to or amend such text messages.




Chapter 5: ELMER and the Clinical Chart
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ELMER and the Clinical Chart

Wondering which of your neighbors is receiving services at Pathways?

» Well, accessing charts you have no business accessing is unethical and against Agency policy. ALL access in ELMER is tracked
and may be used in security and privacy investigations resulting in disciplinary actions.

- = = = =
Report: User Activity Report

Date Range: 2016-10-21 - 2016-10-21

Consumer Case #:  All

COMNSUMER S5TAFF FIRST STAFF

FIRST NANME STAFF ID MAME LAST ACTIOMN TIMESTANMP
"""" Mario 1272 Matthew Maskart Display Consumer Chart List 2016-10-21-10.04.51. 000000
"""" Mlario 1272 Matthew Maskart Display Consent List 2016-10-21-10.04.55 000000
"""" Mario 1272 Matthew Maskart Display Consent to Share Behavioral Health 2016-10-21-10.05.15.000000
"""" Mario 1272 Matthew Maskart Display Consent to Share Behavioral Health 2016-10-21-10.05.24.000000
"""" Mario 1272 Matthew Maskart Display Consent to Share Behavioral Health 2016-10-21-10.05.44.000000
"""" Mario 1272 Matthew Maskart Display Consent to Share Behavioral Health 2016-10-21-10.05.54.000000
"""" Mario 1272 Matthew Maskart Display Consent List 2016-10-21-10.13. 300000000
BE38828 Luigi 1272 Matthew Maskart Display Consumer Chart List 2016-10-21-10.32_ 27000000
BEBBE28 Luigi 1272 Matthew Maskart Display Screening Record List 2016-10-21-10.32.45 000000
BBBBEB8 Luigi 1272 Matthew Maskart Display Screening Record List 2016-10-21-10.33.11.000000
BBBBBBB Luigi 1272 Matthew Maskart Display Progress Mote 2016-10-21-10.33.48.000000
BBBBBB8 Luigi 1272 Matthew Maskart Display Progress Mote 2016-10-21-10.34.02.000000
BBB8888 Luigi 1272 Matthew Maskart Display Consumer Calendar List 2016-10-21-10.34.26.000000
FITTITT Princess Peach 1272 Matthew Maskart Display Consumer Chart List 2016-10-21-10.35.37.000000

» Uncertain on how the system functions or what you should do? Seek clarification from your supervisor.

» ELMER is an ever evolving system where new modules and functionality are added frequently. If you find that you have access
to data that is beyond your authorization please contact the I.T. Help Desk. Your input will help to maintain the confidentiality
and security of the system.



ELMER Tips and Tricks

Access ELMER only from Agency equipment.
Logging into ELMER from your home PC is not permitted.

NEVER share your ELMER username and password! The GCCMH I.T.
Department will never ask you for your ELMER password. Ever.

Do NOT allow your internet browser to remember your
username and password for ElImer. Always choose NEVER.

Save password

Microsoft Edge will save and fill your password for
this site next time.

jstvincent




Paper PHI

Protected Health Information in paper form has been identified as one of the largest risks for Pathways. Proper management is important.
Here are some tips:

=  Never throw clinical documents, hand written notes, or reports containing personally identifiable information in the garbage. Garbage
cans are emptied into unsecure dumpsters. Dumpster diving for valuables is a real thing.

= Old day planners pose a serious risk due to the amount of information that may be contained in the planner. Please dispose of old
planners properly (see next bullet point).

= Always dispose of your paper documents in a recycling box designated for Protected Health Information. The contents of these boxes
will be safely shredded and disposed of properly.

=  Stop for a moment and look around your desk... Are confidential documents laying out on your desk or scattered around your office?
Make sure these documents are secured.







Chapter 6: Reporting Security Incidents
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Security Incidents — Part 1

Examples of security violations:

Email PHI to another organization without proper '

encryption.

Transferring PHI to a device that has not been approved ‘

by your supervisor.

Not reporting a security violation promptly to the HIPAA -

Security Officer.

Why is this a security violation?

The HIPAA Security Rule requires that all protected health
information (PHI) sent on a public network (e.g. the Internet)
is encrypted. Encrypting the email makes it unreadable by
anyone except the proper recipient.

No one wants their treatment information carelessly stored
on random devices that could be lost, stolen or breached.
PHI must be maintained on a device that your organization
owns and manages.

Reporting security incidents is required so that we can
detect, prevent and mitigate security problems that pose
risks to consumer privacy, availability of the information, and
integrity of the data. In some cases, confidentiality breaches
need to be reported to the Federal government within
specific time frames.



Security Incidents — Part 2

Examples of security viol a security violation?

lle requires computer users to have unique
g credentials or logging in as someone

nis requirement.

Logging into ELMER with someon
and password.

ective, you become someone else when
another person’s credentials.

7 WOULD 90U LIKE MO KNOWIVIERE?




Please be vigilant for dangers to our protected health information and information systems. If you
identify a vulnerability to our system or a potential breach of security to our protected health
information, please report immediately.

It’s better to be safe (and secure) rather than being sorry later.
Contact any of the individuals below to report a potential security incident.

Tom Ruppe
HIPAA Security Officer
906-229-6112

truppe@gccmbh.org

Micki Sorensen Kristina Potesta
Corporate Compliance Officer HIPAA Privacy Officer
906-229-6105 906-229-6104

msorensen@gccmh.org kpotesta@gccmh.org



Conclusion

As GCCMH contract employees with access
to ELMER, we’re aware of the sensitivity of
behavioral health and substance abuse

information. We have to be extra vigilant

in our efforts to ensure that sensitive

information does not fall into the wrong
hands.

Avoiding the pitfalls outlined in this training
will help maintain a safe and secure
computing environment.
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